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Master the Nmap Scripting Engine and the art of developing NSE scripts

About This Book

Extend the capabilities of Nmap to perform custom tasks with the Nmap Scripting Engine●

Learn the fundamentals of Lua programming●

Develop powerful scripts for the Nmap Scripting Engine●

Discover all the features and libraries of the Nmap Scripting Engine●

In-depth coverage of the Nmap Scripting Engine API and most important libraries with examples●

Who This Book Is For

If you want to learn to write your own scripts for the Nmap Scripting Engine, this is the book for you. It is
perfect for network administrators, information security professionals, and even Internet enthusiasts who are
familiar with Nmap.

What You Will Learn

Get to grips with the fundamentals of Lua, the programming language used by the Nmap Scripting Engine●

Extend the capabilities of Nmap by writing your own NSE scripts●

Explore the Nmap Scripting Engine API●

Discover all the available NSE libraries●

Write robust brute force password auditing scripts●

Customize the databases distributed with Nmap●

Produce flexible script reports in NSE●

Optimize Nmap scans with script and library arguments●

Enhance the version detection capabilities of Nmap●

In Detail

Nmap is a well-known security tool used by penetration testers and system administrators for many different
networking tasks. The Nmap Scripting Engine (NSE) was introduced during Google's Summer of Code 2006
and has added the ability to perform additional tasks on target hosts, such as advanced fingerprinting and
service discovery and information gathering.

This book will teach you everything you need to know to master the art of developing NSE scripts. The book
starts by covering the fundamental concepts of Lua programming and reviews the syntax and structure of
NSE scripts. After that, it covers the most important features of NSE. It jumps right into coding practical
scripts and explains how to use the Nmap API and the available NSE libraries to produce robust scripts.
Finally, the book covers output formatting, string handling, network I/O, parallelism, and vulnerability
exploitation.
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From reader reviews:

Brian Rankins:

The book Mastering the Nmap Scripting Engine can give more knowledge and information about everything
you want. Why must we leave the good thing like a book Mastering the Nmap Scripting Engine? A few of
you have a different opinion about e-book. But one aim that book can give many facts for us. It is absolutely
proper. Right now, try to closer together with your book. Knowledge or details that you take for that, you
may give for each other; you are able to share all of these. Book Mastering the Nmap Scripting Engine has
simple shape but the truth is know: it has great and large function for you. You can search the enormous
world by wide open and read a reserve. So it is very wonderful.

Alice Wilkerson:

This Mastering the Nmap Scripting Engine book is simply not ordinary book, you have it then the world is in
your hands. The benefit you get by reading this book will be information inside this reserve incredible fresh,
you will get information which is getting deeper anyone read a lot of information you will get. This
particular Mastering the Nmap Scripting Engine without we comprehend teach the one who studying it
become critical in imagining and analyzing. Don't be worry Mastering the Nmap Scripting Engine can bring
when you are and not make your handbag space or bookshelves' grow to be full because you can have it
within your lovely laptop even cell phone. This Mastering the Nmap Scripting Engine having very good
arrangement in word in addition to layout, so you will not truly feel uninterested in reading.

Jennifer Pittman:

Here thing why this Mastering the Nmap Scripting Engine are different and trustworthy to be yours. First of
all looking at a book is good nevertheless it depends in the content than it which is the content is as delightful
as food or not. Mastering the Nmap Scripting Engine giving you information deeper and in different ways,
you can find any reserve out there but there is no guide that similar with Mastering the Nmap Scripting
Engine. It gives you thrill examining journey, its open up your eyes about the thing this happened in the
world which is probably can be happened around you. You can easily bring everywhere like in playground,
café, or even in your approach home by train. If you are having difficulties in bringing the paper book maybe
the form of Mastering the Nmap Scripting Engine in e-book can be your choice.

Bonnie Howe:

Beside this particular Mastering the Nmap Scripting Engine in your phone, it might give you a way to get
more close to the new knowledge or facts. The information and the knowledge you can got here is fresh
through the oven so don't be worry if you feel like an aged people live in narrow village. It is good thing to
have Mastering the Nmap Scripting Engine because this book offers to you personally readable information.
Do you at times have book but you would not get what it's interesting features of. Oh come on, that will not
end up to happen if you have this within your hand. The Enjoyable arrangement here cannot be questionable,
similar to treasuring beautiful island. Techniques you still want to miss the idea? Find this book in addition



to read it from currently!
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